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Smart Card [一卡通]

CONTACTLESS SMART CARD SYSTEM

General
1. Smart Card System is used by all residents assess to the various towers without having to use any keys.

2. On-line contactless Smart Card System shall be provided for the development.

3. The door of each main and resident tower entrances is kept locked by electric latch and mechanical locks.  They are marching pairs specially designed for metal frame glass panel door or wooden door where appropriate.

4. Upon actuation, the latch will be energized so that the door can be opened.  The latch will be de-energized if the door is pulled open or if not opened within a pre-determined period, the latch will be de-energized automatically.

5. Smart Card reader is enclosed in weather resistant housing with LED indicator and bleeper for audible feedback.

6. The Smart Card reader for each residential tower entrance grant access to the respective tower only.  The resident shall present the card close to the reader (within 5cm to 10cm) for access validation.  Normally, the card can be processed even if the card is in a wallet.  The Smart Card reader can also be programmed for the following purposes:-
a. At carpark entry:

· allow access of user with validated smart card to the carparking area

· request the user to enter 4-digit code at the visitor panel/main visitor panel, or to waive such requirement

b. At ground floor entrance:

· allow access of users to the lift lobby

· resident presents the card close to the reader for access validation

7. The 4-digit code (Access Code) will be stored within the card.  Therefore, the resident can use the same code to access to different areas within the development.  The resident may change the Access Code by using computer terminal at the Management Office.

8. The Access Control Unit for Smart Card reader can store the record of “Black-listed Cards”.  Should he lost card be reported to the Management Office, the management staff will then update the black-listing records through Central Management PC terminal.

9. The Access Control Unit will store the history of last 4,000 entry records.  In case of suspicious events, the management may retrieve the latest entry from the Access Control Unit to Central Management PC terminal.

10. The Smart Card Reader will also check a validity date stored in the card.  The validity date will allow the management office to periodically (e.g. annually) updates the record of residents.  If a lost card has been expired, the record is removed from the record of “Black-listed Cards”.

11. When the Smart Card is brought close to the reader, it will pick up the energy emitted from reader through electromagnetic induction between the antenna of the card and the reader.  The integrated circuit chip is powered by this induced energy and communicates with the reader.

Technical Specification of Smart Card System

The Smart Card System is able to perform the following functions:-

· tower main entrances door access control to the residential tower at podium level and basement floor residential lift lobby

· carpark access control at various carpark level

· Clubhouse facilities reservation through SuperHome.Net at Club House and access control

· individual resident’s login to HomeNet (Internet Web Site)

· authorized use of shuttle bus service by recording transaction logs

· payment registration for services provided by the Property Management Office or Clubhouse as an option

· handle at least 40,000 nos. of Smart Card users including data base storage

· central data management

Smart Card Technology

1. The contactless Smart Card technology can conform to Mifare technology adopting the technical approach of “Block & Sector”.
2. Card Data and Card Mapping

The contactless chip can contain information such as card ID (serial number), cardholder ID, expiry date, anti-passback flags, and PIN (Personal Identification Number) located at different Blocks and Sectors for different application.

Card data and Card mapping are designed by Employer’s Vendor which are generally as listed below.  Final details should be confirmed by Architect before ordering and system programme:-

· card serial number (to be stored in Tower 0 Sector 0)

· tenant number / card type (to be stored in Tower 0 Sector 0)

· start date / expiry date (to be stored in Tower 1 Sector 0)

· carpark validator / Group / number of carparks (to be stored in Tower 1 Sector 1)

· anti-pass back flags (to be stored in Block 2 Sector 0)

3. Supply PVC Mifare Card

PVC Mifare Card can be provided as follows:-

(a) pre-printed PVC Mifare Card (* pre-printed design shall be provided by others) 
(b) blank white PVC Mifare Card

Smart Card Reader Technology

1. The readers and related interface software are capable of communicating with cards based on Mifare technology (Tower & Sector approach) or cards supplied by venders.
2. The readers are capable communicating with the control units to perform read/write access control function.  The control unit is able to communicate with the host through RJ45/10BT Ethernet or optical fiber connection.

3. For security reason, all card readers supplied can be submitted to the Employer for initialization (i.e. secret keys are to be loaded to readers by the Employer).
4. All readers, except keyboard intercept reader, will be RS232 or RS485 protocol compatible.

5. Keyboard intercept reader will be a Mifare contactless Smart Card reader only for reading in a specified card data and displaying the data on screen in keyboard format.

6. Outdoor surface mounted readers are water resistant and weatherproofed.

Hardware for Smart Card System
1. Design and supply of an On-line access control network is provided.  The system can be used to monitor the real-time access activities, and alarm activities.

2. All the door access points can be provided with contactless Smart Card readers for authentication purpose.  Some kinds of indication such as LED or message display, along with soft beep sound, can be provided to indicate whether an access is granted or denied.

3. The system response time, from presenting access cards to unlocking doors, will be less than 0.5 second.

4. All door access locations can be controlled and configured by a single computer at the Estate Management Office.  Power failure or malfunction to any door access location or the computer will not affect operation of readers at other locations.

The Smart Card readers can be designed to communicate with the carpark control system for resident’s access only.

5. Carpark Access Control System includes Group Anti-passback function for the carpark users.  Group anti-passback function is one of the anti-passback functions that each parking lot will allow for more than one authorized parking access card.  The system is able to check if one of the Group’s authorized cards has granted access to the parking lot, then the rest of the authorized card(s) of the same Group will not be allowed to grant access.  After driven “IN”, any authorized cards under the same Group may drive “OUT”.

6. The hardware includes:-
· Smart Card readers plus access controllers and power supplies can be provided for:-

· tower entrance at podium level and basement lift lobby

· Club House Entrance

· Boundary metal gate

· Carpark entrance and exit at “IN” / “OUT” 
· Club House self-serving terminal

· Estate Management Office

7. Computer stations can be provided for:-
· Access control and carpark control (in Management Control Office)
· HomeNetinterface (in Club House)

· Management service (in Management Control Office)

8. Computer server + line printer + router/switch at Management Office and the communication networks connect with all PC’s at Management Office and Club House.
9. Communication network connect all readers to the respective computer.

10. An Uninterruptible Power Supply unit (self contained type) can be provided for each of the PC’s and server.  We will propose the quantity of UPS units according to power consumption.

11. Additional hardware for the readers can also be provided, if necessary:-

· An acknowledgement light/beeping buzzer at all the visitor panel of each residential tower podium entrance and basement lift lobbies

· Cover can be complete with graphic

· All original function of the doorphone visitor panel will be remained

· Standalone reader post for every carpark entry and exit

12. The network will include the followings, but not limit to:-

· Minimum Requirement for Computer Station
· Pentium III 1GHz CPU or above

· 20GB hard disk or above
· 256MB RAM or above

· 1.44MB floppy drive

· 10/100 LAN module
· keyboard and module
· Win98 (Chinese Version) or Windows 2000 or Windows XP

· 15” LCD monitor

· 56K fax modem

· colour printer for report printing

· A security management software which is used as a database management of access control, remote access control operation, real-time alarm/access activities monitoring, and audit report generation.  The software interfaces with the Central Database Management Station in order to perform data exchange.
· Basic features / maximum capacity of the software:-

· 128 card readers

· 40,000 card holders

· 128 access levels

· 128 time zones

· 9 holiday schedules

· 30 user-defined holidays

· 128 user-defined action/alarm messages

· monitor up to 768 alarm input signals

· control up to 640 N/O N/C output

· password protected

· automatic display of BMP graphic maps

· anti-passback controlled by time or area

· multiple card reader technologies

· supports dial up communications for remote sites

· elevator control up to 65 elevators, 300 floors

· optional remote terminal for event monitoring (second console)

· RJ45/10BT Ethernet or optical fiber connection will be used between the computer station and all door controllers in order to maintain a large network physically.
· Door controller (due-door controller or quad-door controller) will be used in each access location.  The Smart Card reader, electric door strikes, magnetic door contact and request-to-exit button are connected to that controller.  The controller performs local decision since it contains EEPROM for card data storage in order to minimize each door transaction time.  The controller is “Distribution Intelligent” which means that it can run in normal condition if there is communication failure between the controller and the computer station.

· The basic specifications of the controller
· 512K bytes SRAM

· 512K bytes Flash

· RJ45/10BT Ethernet or optical fiber connector

· 1 x RS232; 1 x RS485 D type connection

· real time clock

· watch dog timer

· 8 isolated digital inputs
· 8 relay outputs

· built-in beeper

· 90-264V; 47-440Hz power input

· 0-90C, 90% non-condensing operation

· DC12V, 2.4A power output

· Multi-drop bus communications from host to controllers, up to Ethernet limit

· Multi-drop RS485 connection to readers, up to 1,200m

· The basic features of the Controller:-

· Ethernet TCP/IP accessible or standalone

· 36 selectable company codes

· 14,000 ID passwords capacity

· 5,000 entry data storage with one year backup

· 7 time zone open/alarm setup for each entrance

· operation modes of limited access, access with password, company code access, and disable/enable

· 8 group time zone settings

· 60 holidays registration

· 0-99 seconds access time

· two reader connectors with on-line checking

· burglar and fire alarm sensor connection

· third party device (barcode / magnetic strip / proximity, etc.) connection

· Smart Card reader, electric door strikes, magnetic door contact, and request-to-exit button

13. Electric Door Strikes
The electric door strikes provided will be solenoid bolt operated type with power failure release feature.  The unit is mechanically openable within at all time.

The electric door strikes are designed both for key operation as well as for remote operation.

The strikes are operated at low voltage and we will provide all necessary power supply units required for the operation which will be wired to the caretaker’s control desk.

14. Magnetic Door Contact

The magnetic door contact consists of magnet and switch body, enclosed in a housing of cost, non-ferrous durable material and provided with protection against moisture and dust.  This housing can be recessed inside the door frame and to be wired to the controller.

Magnetic door contact can be installed at the Entrances of the towers and the Exit doors.  The status of the doors can be monitored through the security management software.

15. Request-to-exit Button

The request-to-exit button is provided to release the electric strikes of the doors at the main entrance of each tower.  The request-to-exit button is heavy duty in steel clad boxes, single pole and single throw, normally open.

There is sufficient power supply unit for all controllers and accessories.

All controllers are connected to the computer station in order to maintain a system on-line network.

Software Requirement

1. Carpark access control software (Chinese)

2. Resident access control software (Chinese)

3. Super HomeNet (Internet Booking Facilities) interface software (Chinese) (to be provided by others)

4. Integrated security Management software (Chinese)

5. Card initialization software (Chinese)

Software Requirement

1. The Smart Card system shall interface with the carpark management system

2. The Smart Card holder can use the same Smart Card for carpark area entry

3. The user database in carpark management system is shared with the Central Database Management System

4. Family anti-passback function shall be used to maintain IN/OUT transaction of each family

Club House Facilities Booking

1. The booking system hardware includes the followings:-

(a) System Server for database storage and act as Central Database Management Centre

(b) Computer station for card initialization, card personalization, and money loading (optional) c/w read and write Smart Card reader, Card Printer, receipt Printer.

(c) Computer station for facilities booking (software by SuperHome Net) c/w keyboard intercept Smart Card reader, receipt printer.

(d) Touch screen booking terminal for facilities booking c/w keyboard intercept Smart Card reader, receipt printer.

(e) Off-line balance checking Smart Card reader (optional)

(f) POS Smart Card reader c/w receipt printer (optional)

(g) Router for internet connection

(h) UPS for system backup

(i) Printer for report printing

(j) Scanner or digital camera for graphic input

(k) Shuttle Bus off-line Smart Card reader

(l) Computer notebook for shuttle bus data upload/download

2. The booking software is bi-lingual system, allowing users to select their preferred language for using software.  Two languages supported by the system, i.e. Traditional Chinese and English.

3. The software contains the membership profile, such as class, address, date of expire, carpark quota, stored value of payment, etc.

4. Tenants are able to book and pay for their estate facilities, such as Tennis Courts or Squash Courts through the software.  Payment is directly deducted from the contactless Smart Card (The card can be pre-loaded the money value for booking purpose, design and supply of the money loading system will also be provided).

5. Photo capturing is done through the input device such as scanner and digital camera.  The captured photo shall be printed onto the sticker, which has already pre-printed the estate logo and some regulations provided by estate management, through the card printer.

6. The software stores all the booking transactions and money loading transactions for the whole system for accounting purpose.  Daily/Weekly/Monthly/Yearly report can be generated.

7. The software is password protected and authority level can be set for each management staff to restrict their functions to use the software.

8. Tenants are able to view availability, and reserve sessions using SuperHomeNet Internet.

9. Central Database Management software is the database software which contain all the card holder data within the estate such as their names, tower and flat numbers, number of carpark spaces (for family anti-passback feature), store values, access levels for tower access control, date for expire, etc.  The data can be shared with the access control system (security management system) and carpark management system.

10. The operator can only input/modify the data once in order to prevent data duplication and inconsistency.

Topicalisation

All equipments are manufactured or prepared for use in ambient conditions of 40oC air temperature and 100% relative humidity.

Training

Training of the Employer staff, in association with other sub-contractors of the Employer if necessary, can be provided before and after the Practical Completion.

Testing and Commissioning

The entire system will be tested and commissioned after completion and the results will be submitted for approval.

Maintenance

Warranty, monthly regular maintenance and 24-hour emergency service (on-call basis) will be provided during the Defects Liability Period.

